VVSG 2.0 Comments 
These comments are submitted on behalf of the undersigned organizations representing a wide variety of disability and advocacy organizations. We applaud the US Election Assistance Commission (EAC) for attempting the complex task of balancing election security with accessibility requirements within VVSG 2.0.  Unfortunately, we believe that the current version of VVSG 2.0 falls far short of equitably balancing security and accessibility requirements.  While the accessibility requirements of VVSG 2.0 are a slight improvement over those in 1.1., the increased security requirements tip the scale far to the security side and when implemented accessibility will be decreased rather than improved by VVSG 2.0.  We believe significant changes must be made to VVSG 2.0 to prevent irreparable harm to voting accessibility.    

VVSG 2.0 emphasizes security to the detriment of accessibility  

This new imbalance in VVSG 2.0 between accessibility and security is caused by extensive new security requirements that mandate a printed paper ballot as the determinative ballot of record plus banning internet and wireless connectivity to a voting system.  While VVSG 2.0 accessibility standards require voters with disabilities be able to mark, verify and cast a paper ballot privately and independently, in reality the promise of fully accessible, paper-based voting has yet to come to fruition in any substantial way. The dream of paper ballots that voters with disabilities are able to mark, verify and cast privately and independently without discrimination, is not now, and may never be, a practical reality simply because printed paper is inherently inaccessible. Widespread implementation of market-ready, fully accessible paper ballot voting systems that truly deliver non-discriminatory, accessible voting is simply not achievable within the foreseeable future. 
Recommendation: Security and accessibility must be re-balanced in VVSG 2.0.  That can only be accomplished by adopting the following recommendations for additional accessibility requirements or by rolling back the expanded security requirements that mandate a paper ballot, ban internet and ban wireless.  
Discriminatory and Segregated Voting Encouraged 

VVSG 2.0 does not prevent disability discrimination which was acknowledge by removing the words “without discrimination” from Principle 5. In fact, the new emphasis on security will encourage a voting structure in which all voters are expected to hand-mark a paper ballot with the exception of one accessible voting machine available per polling place.  When a voting system is based on the assumption that all voters are hand-making paper ballots and only one accessible voting system is available for in-person voting, individuals with disabilities are using a segregated voting system that is inherently unequal and discriminatory. Segregated voting practices are already currently in place across the country and the practice continues to expand even though it is riddled with problems for voters with disabilities.  

Recommendation:  VVSG 2.0 should take a firm position that segregated voting systems are discriminatory and are not acceptable for a VVSG 2.0 approved voting system.  All voters using the same ballot marking interface ensures non-discrimination.  Suggested edits and additions are as follows: 

Page 134, lines 3553-3556 
Principle 5 EQUIVALENT AND CONSISTENT VOTER ACCESS 

All voters can equitably access and use the voting system regardless of their abilities, without discrimination.

Page 137, lines 3656-3672

5.1-F – Accessibility and non-discrimination documentation  

As part of the overall system documentation the manufacturer must include descriptions and instructions for all accessibility features and deployment procedures required to ensure non-discrimination that describe:  

• recommended procedures that fully implement accessibility for voters with disabilities, including ensuring non-discrimination and accessible voting that is not segregated from the overall voting process.  

• how the voting system supports those procedures and how many accessible systems must be available to ensure equal access and non-discrimination.  

Discussion  

The purpose of this requirement is for the manufacturer not simply to deliver system components, but also to describe the accessibility and equal access scenarios they are intended to support, so that election offices have the information they need to effectively make accessibility features equitably available to voters with disabilities and to ensure non-discrimination in voting. 
External reference: WCAG 2.0 /Section 508/Americans with Disabilities Act  

Prior VVSG source: VVSG 1.1 - 3.3.1.a.i 

Related requirements: 7.3-N - Instructions for voters  

7.3-O - Instruction for election workers

Privacy Not Ensured

In addition to being discriminatory, segregated voting systems make it very difficult to ensure secrecy.  Most currently used ballot marking devices print a ballot that is substantially different from those produced by hand marking and may even be tallied and stored separately or copied by election worker onto a ballot that is hand-marked. Privacy cannot be ensured unless all ballots produced are comparable or a sufficient number of all types of ballots are voted. VVSG 2.0 has no technical standards to address this major secrecy/accessibility problem. 

Recommendation:  VVSG 2.0 should require ballots produced by all voting system options to be substantially similar; or if not, require sufficient numbers of each ballot type be produced to ensure voter privacy.  Suggested new standard as follows:  

Page 215, line 5899  

10.2.2-G – All voted ballots produced are comparable   

All methods of voting within a voting system must produce voted ballots of comparable size, shape and layout or the manufacturer must provide procedures to be used to ensure sufficient numbers of distinguishable ballots of each type are cast to ensure ballots cannot be associated with individual voters.   

No mandatory upgrade to ensure accessibility

VVSG 2.0 has no requirement for jurisdictions to ever upgrade to an accessible voting system that meets the standards for accessible ballot marking, verification and casting.  When a jurisdiction only has one accessible voting system per polling place and all other voting is done by hand-marking paper, there is NO requirement to ever upgrade the ballot marking device even when some or all other voting equipment is upgraded.  Jurisdictions who use a segregated accessible voting system can continue to use that system in perpetuity while changing or updating all other aspects of their voting system.  And even if a jurisdiction does choose to upgrade ballot marking devices, they are not obligated to purchase one certified to the VVSG 2.0 access standards; they may purchase one previously certified that does not provide fully accessible ballot marking, verification and casting.  Without some kind of requirement for accessible voting options to be upgraded to current VVSG 2.0 standards when significant upgrades are made to other parts of the voting system, accessibility will never improve. 
Recommendation: VVSG 2.0 should require accessible ballot marking, verification and casting (not just ballot marking) be available by a date certain or when any significant voting system change is implemented (whichever is earlier).  
Page 145, lines 3850-3871
6.2-A - Voter Independence 

Voters must be able to mark, verify, and cast their ballot or other associated cast vote records independently and without assistance from others.  

1. If a voting system includes any features voters might use after casting a ballot, they must be accessible. 
2. When any substantive updates are made to any voting system, the component(s) that provide voting accessibility must meet this requirement.  All accessible voting systems must meet this requirement if readily achievable or by July 1, 2025 whichever is earlier.     

Discussion 
This requirement ensures that voters can vote with their own interaction preferences and without risk of intimidation or influence.  

HAVA 301 (a)(1)(C) mandates that the voting system be accessible for individuals with disabilities, including nonvisual accessibility for the blind and visually impaired, in a manner that provides the same opportunity for access and participation (including privacy and independence) as for other voters. This requirement directly addresses this mandate.  

Examples of features for voters after casting their ballot include E2E system ballot tracking features, forms or notices to cure problems with a vote-by-mail ballot, and sites to learn whether a provisional ballot was accepted for counting.  

External reference: HAVA/ADA   

Prior VVSG source: 7.8.5.a, 3.2.3.1.b  

Related requirements: 5.1-D – Accessibility features 3868 5.1-E – Reading paper ballots 3869 2.2-A – User-centered design process.

Remote Voting 

Voting outside of a polling place on election day has rapidly expanded during the last few years and that expansion has accelerated with the current pandemic.  It is critically important for VVSG 2.0 to clearly and consistently address accessibility requirements for remote voting as such is a legal right provided under the Americans with Disabilities Act (ADA). Attachment A provides an overview of the legal right to accessible absentee voting developed by the Washington Lawyers’ Committee.  Absent any guidance from the EAC on this issue, state and local voting jurisdictions will be open to litigation to determine if their absentee voting system provides equal access and effective communication as required by the ADA.   

Recommendation: The current Introduction should be revised and expanded to clearly describe how remote digital ballot marking must be provided to ensure accessibility of paper-based vote-by-mail systems.  Specific recommendations for revisions to the Introduction section (pages 12-13) designed to address the myriad of issues related to accessible absentee/remote voting are provided below.  

Page 12, lines 207-223 – strike all current text and replace with the following: 

Remote Ballot Marking and Other Out-of-Scope Systems 

Traditionally, ballots have been marked, verified and cast at polling places or through mailed, hand-marked paper absentee ballots. There has been a growing trend to provide flexibility for voters to vote early in-person at vote centers or at home using remote ballot marking applications. These innovative methods of voting provide additional paths to voting independently and privately for all voters including those with disabilities. Likewise, advances in technology have led to efficiencies in election administration, including increasing use of e-pollbooks for easy check-in and electronic election results reporting for timely aggregation of unofficial election results. 

These additional election systems require network access to synchronize voter records, access remote ballot marking applications, and transmit unofficial election results. Securing and ensuring accessibility of these systems is outside the scope of VVSG 2.0. However, the benefits and risks associated with the use of these technologies was carefully considered when developing the Guidelines, and security requirements were developed to ensure that the voting system is isolated from these additional election systems. 

This section describes remote ballot marking and the associated applicable accessibility requirements and clarifies the boundary between the external election systems and the voting system as well as the use of wireless technologies within polling places or vote centers.

Page 12, lines 224-241   External Network Connections

Strike all text from this location, insert after Remote Ballot Marking section below

Page 13, lines 242-262 – strike all current text and replace with the following:

Remote Ballot Marking 
Remote ballot marking is a component of an election system in which voters receive and mark their ballots remotely rather than in-person at a vote center or polling place.  Verification and submission of the marked ballot is also typically done remotely but may be done in-person.  Remote ballot marking systems provide a necessary option for all voters to vote safely, independently and privately, especially those with disabilities. 

Remote ballot marking systems are a tool used to enable all types of early and absentee voting and as a means for future innovations. They allow all voters, regardless of their circumstances, to receive a blank ballot (digital or paper) that can be marked electronically or by hand, verified and then submitted to the election office.  

VVSG 2.0 accessibility and security requirements apply only to devices used to mark ballots inside a polling place or vote center. VVSG 2.0 does not apply to remote ballot marking devices and applications.  VVSG 2.0 requirements affect only those voting system devices that constitute a voting system and that are submitted for testing and certification. For remote ballot marking, the voter may hand-mark a mailed paper ballot or electronically mark a digital ballot using an application, their own personal device(s), and a connection to an external network (e.g., the Internet). 

Remote ballot marking is commonly deployed to provide an accessible option for vote-by-mail. Innovations in remote ballot marking enable a voter to vote accessibly, privately, and independently by using their own familiar device (e.g. personal computer or smartphone). The rapid advances in security, identity and accessibility make this fertile ground for further innovation.  

All accessible remote ballot marking systems electronically deliver a blank digital ballot and the voter uses interactive software to make their selections and create a vote record of all vote selections. If the vote record is print on paper, the voter will need their own technology to support accessible verification (ability to scan the print content into accessible form) or the voter may have the option of returning the ballot in-person and using vote center equipment to convert the print content into an accessible form and verify the vote selections. Return of a remotely marked printed paper ballot by mail or in-person will pose access barriers for many voters with disabilities that are not readily solvable.  If the vote record is digital, verification and return can be done using the same accessible electronic interface as was used for marking making the total process seamless and fully accessible.  

It should be noted that remote ballot marking must comply with accessibility laws. The Americans with Disabilities Act requires voters with disabilities be provided with auxiliary aids that allow them to participate equally in the voting process without discrimination and HAVA requires a voting system to be accessible for individuals in a manner that provides the same opportunity for access and participation (including privacy and independence).  Providing only hand-marked paper ballots for absentee voting does not comply with existing accessibility laws. 

VVSG 2.0 requirements that address the accessibility and usability of the electronic voter interface for in-person accessible voting systems can serve as an informative resource for developers and election officials to ensure accessibility of remote ballot marking systems. For example, 5.1-A -- Voting methods and interaction modes, describes the access features and interaction modes that must be available across all methods of voting to ensure accessibility and 8.2-A — Federal standards for accessibility, identifies the WCAG Level AA checkpoints in the Section 508 Standards as a requirement for voting system electronic interfaces.  

The fact that the VVSG 2.0 does not apply to remote ballot marking is not intended to stifle innovation in this area. Appropriate procedures must be in place to ensure new developments provide the necessary integrity and can be properly evaluated in the certification process. Manufacturers may request certification review of a system not addressed in the Guidelines by submitting the results of all beta tests of the new system along with a proposed test plan to the EAC for use in national testing. The Guidelines permit manufacturers to produce or utilize interoperable components of a voting system that are tested within the full voting system configuration.  
Insert here previously deleted text from Page 12, lines 224-241, section on  

External Network Connections   

Summary
We believe that America’s elections must be equally secure and accessible.  We recognize the intense pressure from cybersecurity advocates to adopt voting system standards that ensure a maximum level of security. However, if adopting such security mandates harms accessibility, we stand opposed. Accessibility cannot be sacrificed for security. VVSG 2.0 will be widely used by voting technology manufacturers to guide the development of their products for many years to come and will drive voting equipment purchasing by state and local elections officials.  Without restoration of an equitable balance between security and accessibility, VVSG 2.0 will result in a future with reduced accessibility, increased discrimination and expanded segregated voting for people with disabilities.  In our opinion, the current VVSG 2.0 does NOT ensure a private and independent ballot for all voters in a fully integrated experience that respects the dignity of the voter and the secrecy of the ballot. 

Thank you for the opportunity to comment on the proposed VVSG 2.0.  
Sincerely, 

ATTACHMENT A -- ACCESSIBLE ABSENTEE VOTING

To complete an absentee paper ballot a voter must be able to read standard print, physically mark ballot choices, seal and certify the ballot via a signature on the envelope, and mail or return the ballot back to the appropriate voting official. Each of these requirements may be a barrier to accessibility for voters with disabilities, depriving the voter of the right to mark, verify and cast his or her ballot privately and independently.

Title II of the Americans with Disabilities Act (ADA)
 and Section 504 of the Rehabilitation Act
 prohibit state and local government from discriminating against individuals with disabilities by depriving them of the right to vote privately and independently. When courts have considered if paper ballot absentee voting discriminates against voters with disabilities, they have examined the following factors:

(1) Are people with disabilities able to vote privately and independently when they have to use hand-marked paper ballots?

(2) Is there an accessible, available and reasonably secure alternative to hand-marked paper ballots, e.g. online ballot marking tool (OBMT) or mobile application?

(3) Would implementing an accessible alternative to hand-marked paper ballots be an undue burden on the voting jurisdiction?

(4) Does using an accessible alternative to hand-marked paper ballots require a fundamental alternation to the voting jurisdiction’s voting rules and regulations?

Claims against state and local governments for discriminatory paper ballots have been generally successful.  In the 2014 4th Circuit decision, National Federation of the Blind v. Lamone,
 the Court held that Maryland was required to offer an online ballot-marking tool (OBMT) for use by voters with disabilities in mail-in elections. In the 2017 6th Circuit decision, Hindel, et al. v. Husted,
 the Court said that whether or not an OBMT causes a fundamental alteration to state voting regulations is a fact-specific inquiry and the claims survived a motion to dismiss.  The parties completed successful settlement negotiations and Ohio certified an OBMT.
 Most recently, Michigan
 agreed to provide an accessible absentee balloting option and Pennsylvania
 was ordered to make an Accessible Write-In Ballot available to voters with disabilities. State and local advocacy using this legal framework has been successful in West Virginia, Colorado, New Jersey, Delaware, and the District of Columbia, which will each offer accessible absentee voting options for voters with disabilities in upcoming 2020 elections. 
� 42 U.S.C.S. §12132. Title II of the ADA prohibits public entities from excluding from participation or denying the benefits of the services, programs, or activities of that entity, or subjecting individuals to discrimination by any such entity, on the basis of his/her disability.


� 29 U.S.C. § 794(a). Section 504 mandates that “[n]o otherwise qualified individual with a disability . . . shall, solely by reason of her or his disability, be excluded from the participation in, be denied the benefits of, or be subjected to discrimination under any program or activity receiving Federal financial assistance.”


� National Federation of the Blind, et al. v. Lamone, et al., 813 F.3d 494, 503 (4thCir. 2016).


� Hindelv.Husted,875F.3d 344, 345 2017 U.S. App. LEXIS 22651, 2017 FED App. 0257P(6thCir.).


� Stip. Of Dismissal. 2:15-cv-03061-JLG-KAJ, ECF No. 75. 


� Stip. and Consent Order Resolving Plaintiffs’ Motion for TRO. Case 2:20-cv-11023-GAD-MJH, ECF # 16.


� Order. Case 1:20-cv-00829-JPW, ECF # 32.
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